Farrahi and Zia Hum. Cent. Comput. Inf. Sci. (2017) 7:4
DOI 10.1186/513673-016-0085-y

® Human-centric Computing
and Information Sciences

RESEARCH Open Access

Trust reality-mining: evidencing the role

@ CrossMark

of friendship for trust diffusion

Katayoun Farrahi' and Kashif Zia>"

*Correspondence:
kzia@soharuni.edu.om

2 Faculty of Computing

and Information Technology,
Sohar University, Sohar,
Oman

Full list of author information
is available at the end of the
article

@ Springer Open

Abstract

Value sensitive design is driven by the motivation of making social and moral values
central to the development of ICT systems. Among the most challenging concerns
when imparting shared values like accountability, transparency, liberty, fairness and
trust into information technology are reliable and comprehensive formal and computa-
tional models of those values. This paper, educated by trust theories and models from
cognitive science, social sciences and artificial intelligence, proposes a novel stochastic
computational model of trust, encapsulating abstractions of human cognitive capabili-
ties and empirically evidenced social interaction patterns. Qualitative and quantitative
features of trust are identified, upon which our formal model is phrased. Reality mining
methods are used to validate the model based on a real life community dataset. We
analyze the time-varying dynamics of the interaction and communication patterns

of the community, consider varying types of relationships as well as their symmetry.
Social network data analysis shows that our model better fits the evolved friendships
compared to a well designed synthetic trust model, which is used as the baseline.

Keywords: Pervasive trust, Socio-technical systems, Value sensitive design, Reality
mining

Social interactions and friendship

The diffusion of new ideas, opinions, and relationships are important questions within
the social sciences. Even recently, the mechanisms of diffusion of these social behaviors
are mostly not understood. Trust is an important concept to understand and model as
it influences the behaviors, opinions, and relationships over every social being. It has
been studied in the fields of artificial intelligence, economics (game theory) as well as the
cognitive sciences. Until recently, there has been no method to automatically capture a
community’s daily attributes over a long duration and on a fine-grained and multi-modal
scale to better model these diffusion processes and more importantly to validate it. In
this paper we propose a model of trust which incorporates key features from existing
trust models in a manner which can be validated with real-life interactions and commu-
nication patterns sensed by mobile phones in a community.

With the aid of ubiquitous sensors and detailed user surveys collected by 80 individu-
als in an undergraduate student community over the duration of the academic year, we
perform a quantitative analysis of a real-life trust diffusion network. We consider the
time-varying patterns of close friendships as trusting relationships and additionally
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incorporate the true interaction patterns via Bluetooth as well as communication pat-
terns and user beliefs obtained by opinion surveys in validating our work. Using Blue-
tooth as the communication option is significant as it provides a direct existence of users
in a proximity. Our approach extends previous works in several ways, most importantly
by using a real-life, long term evaluation and by considering ubiquitous multi-modal
sensors for validation.

The contributions of this paper are summarized as follows: first we propose a trust
model which generalizes and extends existing trust models by:

«+ formulating the propagation of trust as a probabilistic stochastic process.

« incorporating features which can be more directly measured and simulating a sto-
chastic process which can be evaluated with real data.

» considering a general formulation which could then be extended and applied to spe-
cific applications (as opposed to developing the model for a specific application and
goal).

+ incorporating various types of interactions directly into the model, and additionally
having the flexibility of incorporating transitive interactions (i.e., if A interacts with B
which interacts with C, C could be indirectly gaining trust towards A through their
mutual friendship with B).

Secondly, we consider a unique and multi-faceted data collection which includes multi-
ple types of mobile phone sensed features over the duration of an academic year, as well
as dependent variables regarding participants’ relationships and opinions. We compute
some statistics and analysis on the social network to show insights into human relation-
ships as well as relationship symmetry. For example we find that over the academic year,
the number of symmetric relationships decreases and the number of asymmetric rela-
tionships grows. Finally, a case to formally evaluate our trust model has been developed,
considering close friendships as trusting relationships. A random model is taken as base-
line model for comparison. The topic of interest for trust is the political opinions of indi-
viduals, more specifically, their preferred party from which users’ beliefs are obtained.

Computational models of trust

Theories of trust in social sciences

It is difficult to settle on a single definition and formalism of trust. Different fields have
their own perspective. There are at least three approaches which are followed [1].

1. Decision theoretic approach: in decision making mathematical formulations, the
outcome of a decision is not known. The models [2, 3] in this approach use probabil-
istic or fuzzy theories to evaluate options and designate trust to sources based on the
usefulness of previous decisions.

2. Game theoretic approach: game theocratic models are a special case of decision
theocratic models. These models [4, 5] perform cost-benefit (or utility) analysis in
which the combined benefit of a society of individuals is optimized where individuals
expect others to perform actions which benefit them, consequently increasing trust
towards them, or vice versa.
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3. Socio-cognitive approach: socio-cognitive approaches [6] model mental states that
lead to trust (or distrust) and their consequences on modified mental states. These
models are implicitly attached with beliefs about the society or the situation and trust
is a function of these beliefs [7]. According to [1], the main model in this category is
that of Castelfranchi [6] in which trust on an individual is delegated based on previ-
ous mutual experiences internally affected by comparative beliefs and related cogni-
tive states.

Most of the computational trust models lie under the decision or game theocratic cat-
egory. Though these formulations are useful they may not be realistic, particularly in
social contexts. The reasons being: (i) humans are not really logical entities and operate
under cognitive and social overload rather then empirical reasoning, consequently, (ii)
community benefit is not the motive humans are always interested in due to instincts
of selfishness and social bias. Additionally, these models do not work in complex sce-
narios [8] when there is complexity in terms of relations and interactions of individuals.
Further, in many situations, either humans are not able to perform a thorough utility
analysis due to limited resources (mental capability, fading memory, limited knowledge
etc.) or do not have enough time to do that, thus mostly adopting “intelligent” guessing
[9] or take risk [10]. In contrast, the socio-cognitive models adopt a completely differ-
ent approach [11] with their own set of drawbacks. From the perspective of cognitive
studies, (i) defining relationships between cognitive processes is a difficult task due to
multiple inputs from studies in psychological, neurological and social theories of human
behavior, and (ii) models must be abstracted to gain an approximate mathematical for-
mulation. Whereas from the perspective of trust formulations, (i) the related cognitive
attributes are diverse and scenario dependent, and (ii) relating social contagion process
with a decision making threshold is a difficult task due to variations in human behavior
and context.

According to Esfandiari [7], there is no contradiction in both approaches as both treat
trust as a variable with a threshold for action with similar characteristics (see Table 1).
However to overcome the difficulties mentioned above, it is proposed that a combined
approach should be followed [8]. One of the few efforts in this direction is reported in
[12]. In this agent-based socio-cognitive model, the decision making is based on affec-
tive reasoning abstracted from psychological, neurological and social theories of human
behavior. The authors divide the cognitive attributes into two categories, i.e. emotions
and intentions. Emotions are mental states of an individual in a situation. The model is
scenario specific in which emotions are mental states (hope and fear) relating to panic
situation during evacuation. Intentions are goals of the individuals based on their role
(commuters and fire-fighters). The decision making model relates utility of informa-
tion with cognitive overload where an agent takes an action if the cognitive attributes
of the deciding agent itself and that of its surrounding points, favor taking an action,
where agents can have more trust on one kind of agent (fire-fighters). However the
action may not correspond to the action recommended by fire-fighter agents due to cog-
nitive influence of local contradiction. In this way they have modeled decision making
under the influence of cognition, combining the above two approaches. However, this
model is devised for a specific scenario and works well with it. In other scenarios, the



Farrahi and Zia Hum. Cent. Comput. Inf. Sci. (2017) 7:4 Page 4 of 16

requirements can be different. For example in our stochastic model of trust for social
networks, the consequence of action is not required to be communicated as it is irrel-
evant. Similarly cognitive attributes are not modeled and remain irrelevant. The motiva-
tion of our model is inherited from the notion of belief in [12] for decision making while
still adhering to common aspects of trust formulations, when relevant (see Table 1).

Pervasive sensing for human interaction networks

Human interactions in the real world present a great avenue for understanding user
behavior. Long term monitoring has been implemented using electronic badges as sen-
sors [13—16] and later mobile phones as sensors [17-21].

The movement to model face-to-face interactions in social networks using sensing
technology began with the work of Choudhury and Pentland [22] who devised the soci-
ometer to understand the network structure, and detect when people were in conversa-
tion. Olguin el al extended the use of the sociometer by introducing sociometric badges
capable of sensing multiple types of features with the goal of understanding how patterns
of human behavior shape individuals and organizations [16]. Choudhury and Basu [14]
modeled turn-taking behavior in face-to-face conversations and found that participant
influence in joint turn-taking was correlated with betweeness centrality.

Mobile phones, carried by billions worldwide on a continuous basis, have also been
recognized as potential ubiquitous sensors of location, proximity, and communication,
termed Reality Mining [18]. Mobile phone sensors were first used to learn the network

Table 1 Classification dimensions

Model Modeling Interac-  Visibility Infor- Agents Informa-  Reali- Cognitive
approach tion mation behavior tiontran- ability aspects
in context sitivity measure

Alexei [12] DSC DI, Sl S v n/a n/a X MB
Castelf- SC Not clear S v X n/a X B

ranchi [6]
Esfandi- DT DO,DILTI S v X X X B

ary [7]
Marsh [3] DT DI S v X n/a X n/a
Rahman [2] DT DI, Tl S v v v X n/a
ReGreT [30] DT DI, T, SI, S v v X v n/a
Yu [31] GT DI, Tl S X X X X n/a
Ourmodel DT DI, 1, SI S v n/a Possible X B

Modeling approach: Decision-theoretic (DT), game-theoretic (GT), socio-cognitive (SC), combined DT-SC approach (DSC)
Interaction: The type, extent and mode of information sharing between individuals

Sub-categories: Direct Interaction (DI): Directly interacting with others, Direct Observation (DO): Observing interactions
of others, Transitive Interaction (TI): Making use of indirect information, Sociological Interaction (SI): Making use of social
information including bias towards certain individual types

Visibility: Trust information is available Globally (G) or is local and Subjective (S)

Information in context: Whether information is seen in Context (v') or not (x). Context can be the topic in which an individual
is operating

Agents behavior: Handles the existence of malicious individuals (v), or not (x), otherwise n/a

Information transitivity: In case of transitive interaction, how the information is exchanged ( v for different options), no
exchange (x), otherwise (n/a)

Reliability measure: Does the model use a trust reliability measure (v') or not (x)

Cognitive aspects: Does the model include cognitive aspects in decision making, only beliefs (B), both mental states and
beliefs (MB) or not (n/a)
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structure in a community at MIT [18]. Gonzalez et al [23] have shown that call detail
records can be used to characterize temporal and spatial regularity in human mobility
patterns. Other examples of the use of mobile phones to map human interaction net-
works include the CENS participatory sensing project [17], the Darwin project [20],
analysis based on machine learning methods [19], and dynamical network theory [21].

Modeling the dynamics of trust

Referring to Table 1, the model described next is strictly mathematical and decision the-
oretic incorporating important aspects of belief in the trust calculation, thus avoiding
the unnecessary burden (not required in current scenario) of understanding and mod-
eling the underlying cognitive attributes. The model considers direct interactions and
sociological interactions (as biases) and has the flexibility of additionally representing
transitive interactions. The visibility of the model is only subjectively represented by evi-
dential links which can be local (proximity based) as well as space independent. In addi-
tion, it supports variations in individual as well as situational context. The capability of
individuals to slowly forget (the diminishing memory factor), a feature ignored by most
trust models, is also considered by our model. In summary, the model features most of
the common features found in trust formulations in a simplistic fashion suitable to gen-
eral scenarios. At the same time it is flexible enough to be extended and represents a
very specific scenario.

Let us consider a population of N individuals whose connections to each other form a
graph. We consider two types of links between users, interactions and trust, defined in
more detail below. Considering M topics and C categories for each topic, then each per-
son has a set of beliefs about each topic m, B; = [B.;]cxm- A person can have a degree
of belief in more than one category such that ) . B, = 1and B, € [0, 1]. For simplic-
ity, we consider a single topic m in the model formulation. The formulation can then be
extended for all of the M topics of interest by assuming the process behaves the same for
all m.

The following link types are modeled.

« Interactions: The first type of dynamic link connecting nodes are the interaction
patterns between people, denoted by K. Direct interactions can include face-to-
face, phone calls, and email communication. There exists indirect types of interac-
tions as well, an example is information passed through mutual friends. These types
of secondary interactions can also be represented by K. Interactions can be meas-
ured in different ways, frequencies, durations, or events. In our analysis, we consider
numbers of events as this is directly the output from the sensors and involves the
least amount of processing and data manipulation. Interactions can be directed or
undirected. In the case of phone communication, for example, there are incoming
and outgoing phone calls. We consider undirected links, however, in order to more
readily combine multiple types of sensor data as K since Bluetooth interactions are
undirected. K = [K;;]nxn where for a given time K;; € [0, 1] and Zj K;j =1, forall
1 <= i <= N since Kj is normalized over each user s total interactions. We use the
notation Kj to represent Bluetooth interactions and K¢ to represent phone interac-

tions.
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o Trust: The second type of dynamic link connecting nodes is trust, denoted by
T.T = [T;jlnxn where T;; € [0,1]and represents a degree of trust between a pair of
individuals. T} is a directed link indicating there is a trust from i to j, T; ; is the degree
of trust i has for j. The change in trust over time is defined as follows,

T;j(¢t) = T;j(t — 1) + AT, ()

where the initial trust person i has for j is T; ;(0).
Other features of the model are given below.

+ Similarity in belief: S;; is a similarity in belief measure. People with similar beliefs
tend to have more trust with each other than people with vastly differing beliefs.

Sij=1=1> Bei—Bcj| where0 <= |B; - Bj| <= 1. )
(4

If |B; — Bj| = 0, i and j have identical beliefs and the similarity in beliefs becomes
maximum S;; = L If|B; — B;| = 1, i and j have opposing beliefs and S;; = 0.

+ Influence factor: o is a bias i has towards j, which could be due to many factors.
o = [o;j]nxn and «;; € [0, 1] For example people may be more influenced by indi-
viduals of a certain sex, class, or appearance.

+ Memory factor: B is a constant factor mimicking the effects of memory over time.
Basically, the effects of trust are diminished over time without interaction due to
memory. This is modeled as a constant f here. It could vary over individuals, some
people have better memory than others, but we set it as a constant for simplicity.

+ Change in trust: The change in trust person i has towards j, AT is defined as a prob-
abilistic measure. Given users i and j interact K;; times and have a similarity in beliefs
Sij» there is a probability

pij =i * KijxS;; — B (3)

that user i will change their trust for user j. Thus the greater the number of inter-
actions, the larger the probability the user changes their trust. At time ¢, the prob-
ability user i changes their trust given their interactions and beliefs is the probability
of (t — 1) failures to change trust (1 — p; ), times the probability of changing trust at
time £, given by p; ;. Thus,

P(ATj(®) = pij» (1= pi)“ ™" @

The trust model is simulated stochastically and the algorithm is shown in Fig. 1. The
process is simulated using an event-driven scheme where we draw the time ¢ at which
the next person’s trust in someone changes given they have interacted. We assume the
probability an individual changes their trust in an individual with which they have inter-
acted is given by a geometric distribution. Time is sampled for every pair of interacting
users from the distribution in Eq. 4. The user pair i, j with the minimum time sampled
is the first to have a change in trust occur between them. That trust T;; is updated by
the relation given in step 10 of Fig. 1 and the trust for the rest of the users remains
unchanged. The results should be averaged over a large number of random trials. We set
the time bin (used in Step 8 of Fig. 1) to ¢ = 10~° for all simulations. We now introduce
the real data collection which we use as one example to validate this model in "Trust dif-

fusion in a real-life social network" section.
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// GOAL: Given a topic m and a community of size N with model parameters
a, 8,8, T(0), and K, estimate the trust ¢ has for j over time T; ;(t).

// Initialization

1) Initialize the parameters, T; ;(0) for all 1 <=1i <= N and 1 <=j <= N.
2) Set 3.

3) Set each element «; ; in the matrix [0 ;N xN-

4) Formulate a matrix of beliefs for each individual B;.

5) For each pair of individuals, form a similarity in beliefs matrix S;; where
Sij=1=12Bei— Be,
6) Set appropriate parameters for convergence (e.g., NN = 0 or tiotq; = 200)

// Run the stochastic process
7) Iterate until a convergence condition is met
(e.g. while ¢ < tiotq or while number of new trusts formed < NN where NN
is the total number of new trusts accumulated over time):
8) Sample N X N times [¢|yxn from the distribution:
P(AT; j(t) = ax K; jxS; jx 6t — Bxdt* (1 —axK;;xS;;x6t— Bx6t) 1
9) Select the minimum time completed from [t], ™.
10) Change the trust of user i towards user j by AT; ; such that
Ti‘j(t + t:n]m) = Ti"j(t) -+ AEJ’LU}LSTGATL]’ = Q* Ki,j * Si,]' - [7)
11) If using NN as convergence, compute the number of new accu-
mulated trusts NN. Consider if T; ;(t + t7%") > OandT; ;(t) = 0 then
NN =NN +1.
12) Set t =t + %™

Fig. 1 Stochastic process for the diffusion of trust in a network

Trust reality mining

Mobile sensing platform

The approach used in this paper is to pervasively sense the actions of a community over
a long period of time using mobile phones. This approach has several advantages con-
sidering our overall goal to understand the trust diffusion in a community. We are able
to capture multiple types of sensor data including location, interaction, communica-
tion, and dependent training labels. Secondly, from a privacy perspective, this requires
the user’s explicit participation in data collection. Additionally, the community chosen
is a tightly knit community and the campaign started at the beginning of the academic
semester, throughout which relationships develop. On the other hand, deploying an
experimental platform within a community is limited by scale, cost, and effort.

The data was collected for the purpose of measuring the shifts in individual habits,
opinions, health, and friendships. Here we present an extension of the dataset, which has
previously been analyzed [24-26], and apply it for modeling trust. In this paper, we con-
sider the entire academic year consisting of 270 days, previous works consider only 3 or
4 month durations of data. We are also considering relationships between the individu-
als in addition to the other features.

Given the above goals, the mobile phone based platform for data-collection was
designed with the following long-term continuous sensing capabilities, using Windows
Mobile 6.x devices. Daily captured mobile sensing data was stored on-device on read/
write SD Card memory. On the server side, these logs files were merged, parsed and
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synced by an extensive Python post-processing infrastructure, and stored in MySQL
for analysis. This sensing software platform for Windows Mobile 6.x has been released
under the LGPLv3 open source license for public use [27]. An important concern with
long-term user data collection is securing personal privacy for the participants. This
study was approved by the Institutional Review Board (IRB).

The software scans for Bluetooth wireless devices in proximity every 6 minutes. The
Windows Mobile phones used in our experiment were equipped with class 2 Bluetooth
radio transceivers, with practical indoor sensing range of approximately 10 feet. Scan
results for two devices in proximity have a high likelihood of being asymmetric which is
accounted for in our analysis by assuming symmetry and undirected links.

The software logged call and SMS details on the device every 20 minutes, including
information about missed calls and calls not completed.

Dataset characteristics

The experiment was designed as a long-term longitudinal study with eighty residents of
an undergraduate residence hall that served as the primary residential, cooking, social
activity, and sleeping quarters for the residents. The participants in the study represent
80 % of the total population of this hall, and most of the remaining twenty percent were
spatially isolated. The students were distributed roughly equally across all 4 academic
years (freshman, sophomores, juniors, seniors), about 54% were male and predominantly
engineering, mathematics and science majors. The study participants also included four
graduate resident tutors that supervised each floor.

During the 2009 academic year, the dataset consists of 270 days, 3.15 million scanned
Bluetooth devices, 61,100 logged call data records, and 47,700 logged SMS messages. Of
these 2.08 million scanned Bluetooth devices belong to other experiment participants,
and 11,289 calls and 9533 SMS messages are exchanged with other experiment partici-
pants. The following dependent variables were also gathered through surveys.

+ Relationships: For each monthly survey, participants identified other residents that
were their close friends, political discussants, social acquaintances, and whether they
shared facebook and blog information, identical to those used in [28].

« Dolitical opinions: The political opinions were captured using 3 monthly web-based
surveys, once each in September, October, and November 2008 (immediately follow-
ing the presidential election). The monthly survey instrument was based on estab-
lished political science literature, and consisted of questions shown in [25]. The ques-
tion we consider in this paper is the user’s political party preference. The possible
responses for the question were {Democrat, Republican, Independent, or Other}.
Political scientists have established that shifts in political opinions are gradual [29].
This is observed in our dataset, as approximately 30% of the 67 participants changed
their opinions for each of the dependent questions during the 3 month observation
period. Opinion changes were along 1-point or 2-points on the respective 4/7-point
Likert scales. Similar variations to dependent variables were also reported in the
analysis of Lazer and Rubineau [28].
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Fig. 2 Link count for the interaction and communication networks. Number of pairs whom interacted at
least once within the duration of the month. The monthly communication network is mostly constant over
time in comparison to the Bluetooth network. The interaction network shows most of the data collection
occurred between October to June, which is the mobile sensed data interval chosen for experiments

Analysis

Sensor-based social network

Considering an interaction network where the users are represented by nodes and inter-
actions are represented by links between nodes, then we can compute the number of
links in the network for both the Bluetooth interaction and phone communication of the
real data collected. We assume undirected networks and the number of events occur-
ring over a duration of 1 month. Figure 2 shows the link count of the data over time. We
can see a jump in links at October, which is when most of the users started using the
devices. There is a decrease in the Bluetooth interactions in December, due to the exam
period and Christmas holidays. The phone communication however is mostly constant
over time.

For each person in the study, we compute the number of people they interacted with
as well as called, the number of people they called but never met with in person, and
the number of people they interacted with but never called and display the statistics in
Fig. 3. There were about 30 people who called another individual in the study but never
were in physical proximity to them. As expected, many users were in proximity with
each other but never called one another. These figures show that by considering Kj, we
capture the bulk of the interacting pairs, as there are few pairs who called one another
without ever being in physical proximity.

Survey-based social network

Now we consider a modified network from "Sensor-based social network" section, such
that users are represented by nodes however links represent relationships between
users. We can then count the number of links over time for the five types of relation-
ships asked in the questionnaires from "Dataset characteristics” section. These relation-
ships are, close friendships, socialize, political discussants, share facebook photos, and
share blog information. In Fig. 4 we consider an undirected network where symmetric
ties are counted as 1 link and asymmetric ties are also counted as 1 link. We can see
there are fewer overall close friendships and political discussants perhaps due to being
more personal in nature. There are fewer close friendships than other relationships, and
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Fig. 4 Friendship link count over time for five types of relationships, friends, socialize, political discussants,
share facebook, share blog. Close friendships are probably the most personal relationship with the fewest
links. Sharing facebook details has the most number of links at all times. All relationship types increased
throughout the school semester, except for socialize, which decreased

this relationship involves the most amount of trust between individuals. We use close
friendships in "Trust diffusion in a real-life social network" section as a measure of trust
between individuals to perform a validation of our model. There are more pairs of indi-
viduals that share facebook information than other types of relationships. We now look
more closely at the symmetry between these links.

We consider the distribution of the average monthly interactions, K; and K¢ in Fig. 5
for the four categories (a) never symmetric friends (b) maintained symmetric friends
(c) new symmetric friendships and (d) lost symmetric friendships. We are considering
the first and last month of the semester. What we mean by ‘new symmetric friends; for
example, in September user A did not select user B as a close friend, and vice versa for
user B and user A. However in June, both user A and B selected each other as close
friends. This logic is used for all categories. In the four categories shown in Fig. 5, the
top plot is K7 and the bottom plot is K¢. We can see from (a) that users who were never
symmetric friends had mostly no interactions and call activity, which is not surprising.
The two categories (b) and (c) had a wide range of average monthly interactions. There
were several users who maintained friendships with very large amounts of monthly
phone activity. This was not observed in the new symmetric friends category, where on
average the monthly number of calls was less than 10. Users that lost symmetric friend-
ships also typically had few monthly interactions and phone calls with a few exceptions.



Farrahi and Zia Hum. Cent. Comput. Inf. Sci. (2017) 7:4 Page 11 of 16

a b
Never Symmetric Friends Maintained Symmetric Friends
5000 : : 40
20
0 0
0 1000 2000 3000 0 500 1000 1500
Avg Monthly No. BT Interactions Avg Monthly No. BT Interactions
5000 50
0] 0 - :
0 100 200 300 0 200 400 600
Avg. Monthly No. Phone Events Avg. Monthly No. Phone Events
c d
New Symmetric Friends Lost Symmetric Friendships
20 40
10 1 20
O | | II | 11 . | o -—m mm L m_m
0 500 1000 1500 0 500 1000
Avg Monthly No. BT Interactions Avg Monthly No. BT Interactions
30 50
20 1
10 1
0 b . n . . 0 . .
0 10 20 30 40 0 200 400 600
Avg. Monthly No. Phone Events Avg. Monthly No. Phone Events
Fig. 5 The distribution of K; and K¢ considering symmetric links for (a) never friends (b) maintained friends
(€) new friends and (d) lost friends. The friendship changes are considered over the entire academic year
(Sept-June). Maintained and new symmetric friends had the most number of average monthly Bluetooth
interactions as well as call activity

In Fig. 6, we show a summary of the number of symmetric and asymmetric links for
all five relationships for (a) the first and (b) last month of the academic year. Over time
the number of symmetric links is decreased for the various types of relationships and
the number of asymmetric links increases for almost all types of relationships (except
socialize). In Fig. 6 (c) we plot the users’ close friendship statistics in terms of the num-
ber of asymmetric (non-reciprocated) links as a function of number of symmetric links
for September. We can see some users have no symmetric friendships (x = 0) and some

have entirely symmetric friendships (y = 0).

Trust diffusion in a real-life social network

Sensor-based features for modeling

The model parameters taken from the real data are N, 7(0), S, K, and the number of new
friendships gained over the duration of the study, NN, which is used as a convergence
measure in validating simulations. Close friendships are considered to be trusting rela-
tionships. The first month of data available on friendships is used as a starting point for
the model; data from September is used for model initialization. The last month of avail-
able data on friendships, June, is used for validation. Other real data features used are as

follows.
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Fig. 6 Number of symmetric and asymmetric links for the five types of relationships for (a) September and
(b) June. Overall, over the course of the academic year, the number of symmetric links decreased and the
number of asymmetric links increased for most of the relationship types. In (c) we plot the user statistics for
close friends were each data point is a user plot in terms of his/her number of asymmetric (non-reciprocated)
links as a function of number of symmetric links. We can see some users only had asymmetric friendships,
whereas some users only had symmetric friendships

« N is the number of individuals modeled by the stochastic process. Since the maxi-
mum number of users with data for both survey questions and mobile phone log
features is 80, we set N = 80.

+ T(0) is the initial N x N trust matrix, where T;;(0) = 0 if there is no initial trust
between users i and j, and T;;(0) > 0 if there exists some degree of trust between
users i and j initially. The number of initial close friendships per user is used to ini-
tialize T;(0). The set of users j to which user i has trusted relationships, however, is
sampled randomly. Also, if T;; > 0, then we set T;; = 0.1.

+ K;;is a measure of the amount of interaction between a pair of users. We consider
three forms of interactions from the mobile sensor data, (1) the Bluetooth interaction
data, K7, (2) the phone communication logs including both call and SMS activity, K¢,
and (3) the total combined mobile sensed interaction data, K; + K¢. The total num-
ber of events logged by each type of sensor between the pair of users is accumulated
over the duration of the study, and normalized such that > Kj; = 1. We consider a
constant matrix K, K¢, or K; + K¢ over time.

+ S is the similarity in opinion between users. We use the real survey responses to the
political opinion questionnaire to formulate B from which S is obtained using Eq. 2.
We consider the preferred party topic on a 4-point Likert scale, where the possible
categories are {democrat, republican, independent, other}. In this case, a user can
have only belief for one category due to the nature of the questionnaire given, thus
either users have similar beliefs, S;; = 1, or differing beliefs S;; = 0.

+ NN is the number of new close friendships formed during the data collection cam-
paign throughout the year. We exclude self-reported friendships (which occur in a
few cases) and take into account the symmetry of the data. NN = 126 in this case.

Friendship as a measure of trust

We compare the distribution of trust obtained by our trust model (TM), to the actual
distribution of close friendships developed over time. The trust model, also abbreviated
as "TM’ in the figures, is our proposed trust model. The random model, also abbreviated
as 'RM, is a random model where the trusts are diffused randomly to NN members of
the community, given real friendships for initialization.

Page 12 of 16
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Fig. 7 Simulation results fora = 0.1and 8 = 0.1for K; and Kc. Figure a and b show the f-test results for the
distributions of (a) our trust model (TM) versus the real data and (b) a random model (RM) versus the read
data. In both cases p is large indicating the model distributions are adequately fitting the data and are not
statistically significantly different. Note, the same experiments with friendship replaced by political discus-
sants produced statistically significantly differing fits. The quantile-quantile (QQ plot) for (¢) the TM versus the
real data and (d) the RM versus the real data. The better the distribution fits the real data, the more the slope
approaches 1.The slopes are shown in Table (e), along with other measures comparing the distributions.
Considering all 3 measures, our trust model better fits the real data at the end of the academic year (June
2009) in comparison to a well performing random model used as a baseline

In Fig. 7 we show the simulation results, averaged over 100 random processes for a
fixed o and B. We consider several different measures for comparing distributions and in
all cases our trust model better fits the real data than the random model. In Fig. 7a, b we
show ¢-test results indicating that the results do not have statistically significantly differ-
ent distributions than the real data since the p values are greater than 0.05. The random
model also closely fits the real data with a large p-value showing it is a competitive model
fitting the data decently well. Note, the same experiments with friendship replaced by
political discussants produce statistically significantly differing fits. Figure 7c, d fits both
models to the real data with a quantile-quantile plot (QQ plot). The closer the results fit
the real data, the better the data should fit a linear curve with a slope of 1. The values of
the slope are shown in the table below (e) where the trust model’s slope is closer to 1. We
also compare the distributions in terms of the symmetric Kullback-Leibler divergence
(K-L divergence) and the Earth Mover’s Distance, two other measures which compute
the ‘distance’ between two distributions. The smaller the distance in both measures, the
smaller the distance between the distributions and the better the fit. In both cases the
trust model has a lower distance indicating it better fits the real data. These results are
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Fig. 8 Results of our trust model evaluated on the close friendship network. Comparison of the performance
of our trust model (TM) to that of a random model (RM) in approximating the true evolving nature of the
friendship network over time. We compare the distributions in terms of three measures, (row 1) the Kullback-
Leibler divergence (KL Div) (row 2) the Earth mover’s distance (EMD) and (row 3) the slope of the Quantile—
Quantile-Plot (QQ plot). All results are averaged over 100 random trials of the stochastic process. In all cases
except for (b), our TM for both (a) and (c) outperforms the baseline

for fixed model parameters and for the case where K = K; 4+ Kc¢. In Fig. 8 we show the
more general results for varying parameters and all cases of K.

Figure 8 compares the difference between our trust model and the real data versus a
baseline of the difference between the distributions of a random model and the real data
for varying model parameter «, § = 0.1, and (a) the Bluetooth interaction data (b) the
phone communication data and (c) the combination of both. The first row of plots shows
the results in terms of the K-L divergence, where the lower the value, the more closely
the distribution fits the target. For the Bluetooth interaction, our trust model outper-
forms the random model for almost all values of «. The random model however outper-
forms our trust model in terms of the K-L divergence measure for the case of call data
only. However, when considering other two measures for comparing distributions (EMD
and slope of QQ plot), our trust model outperforms the random model. In every other
case considering all other measures, our trust model performs better than the baseline.

Conclusion

The understanding of trust and the mechanisms whereby trust spreads is a phenomenon
affecting all social beings which can bring insight to many topics in the social sciences.
Trust is important to everyone, it is the foundation from which our society and social
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relationships are built. Trust theories and models have been proposed in fields such as
artificial intelligence and economics, however proper model validation has always been
an issue. Reality Mining has proven to be an effective way of automatically capturing
large-scale, fine-grained, time-varying details about humans in a community, providing
an invaluable tool for validating such models. In this paper we propose a new model of
trust, which uses features presented in previous trust models. Our general and stochas-
tically formulated trust model, encapsulates human features which can additionally be
pervasively sensed. We consider a real-life dataset from an undergraduate community
collected over an academic year, throughout which relationships are forming and evolv-
ing. We analyze the time-varying dynamics of the interaction and communication pat-
terns of the community and further evaluate our trust model on the real data. By using
close friendships as a measure of trust between individuals we show that our model
better fits the evolved friendships compared to a random model, which is used as the
baseline.

Though this analysis has been performed on one community, this work opens ques-
tions on how it would apply to other datasets in larger populations and differing com-
munities. The main direction for future extensions of this work would be to explore
aspects relating to the data and for additional validation. The model could be evaluated
against other types of social networks, new forms of sensor data, over various commu-
nities. Additionally, different instantiations of the model parameters, such as the belief
parameter, and the interaction parameter, could be explored in further detail. This work,
however, provides an initial foundation for trust diffusion modeling based on real world
interactions.
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