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Abstract

As cloud computing technology matures, along with an increased application of
distributed networks, increasingly larger amounts of data are being stored in the cloud,
and are thus available for pervasive application. At the same time, current independent
medical record systems tend to be inefficient, and most previous studies in this field
fail to meet the security requirements of anonymity and unlinkability. Some proposed
schemes are even vulnerable to malicious impersonation attacks. The scheme pro-
posed in this study, therefore, combines public and private clouds in order to more
efficiently and securely preserve and manage electronic medical records (EMR). In this
paper, a new secure EMR authorization system is proposed, which uses elliptic curve
encryption and public-key encryption, providing a health care system with both public
and private cloud environments with a message authentication mechanism, allowing
the secure sharing of medical resources. The analysis shows that the proposed scheme
prevents known attacks, such as replay attacks, man-in-the-middle attacks and imper-
sonation attacks, and provides user anonymity, unlinkability, integrity, non-repudiation,
forward and backward security.

Keywords: Secure medical record system, Authorization, loT, Cloud, Health care,
Security

Introduction

Medical technology and health care have both improved significantly in recent years,
as people have begun to eat more healthy and nutritious foods. According to the World
Health Organization (WHO), the top two causes of death globally are ischemia heart
disease and stroke [1]. Although knowledge and technology exist to treat and even cure
many kinds of diseases, the time of diagnosis is also very important. Thus early access
to comprehensive electronic medical record (EMR) data is crucial in combatting sud-
den onset diseases. To this end, this study proposes a unified database sharing data
between multiple hospitals in order to increase access to such data, as well as the details
available to health workers. Nowadays, the privacy of patients and the lack of security
between one hospital and another are the top two issues in EMR sharing. In view of this,
a positive step forward would be the development of a secure method for preserving and
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sharing of EMR data [2, 3]. This necessary requires proper data management via a medi-
cal resources sharing system. The combination of public and private clouds is an efficient
way to achieve this [4]: if patients’ EMR data is stored in a private cloud, any doctor
authorized to access that data can do so via authentication [5]. This method also ensures
the consistency of health data [6].

The security of medical health care systems has been the topic of a number of recent
studies. Chatterjee et al. [7] proposed a secure biometric-assisted access control pro-
tocol with an appropriate authentication structure that uses both a user password and
biometric to provide better security as compared to other password-based authentica-
tion schemes. Amin et al. [8] suggested an anonymous user authentication framework
to achieve patient unlinkability with anonymity preserving for electronic healthcare sys-
tems, and an anonymous user authentication scheme to monitor patient health using
wireless medical sensor networks. Moreover, Islam et al. [9] presented a two-factor
authentication protocol for an integrated patient data information system. Wazid et al.
[10] suggested a three-factor authentication and key agreement framework with ano-
nymity preservation for healthcare systems. Sutrala et al. [11] designed a secure RSA-
assisted authentication protocol with patient anonymity. In 2014, Chen [12] proposed
a cloud-based medical data exchange protocol that included privacy protection. How-
ever, Chen et al’s scheme [12] did not offer a real-time-monitoring facility and non-
disapproval conformation diagnosis. Chiou et al. [13] proposed an upgrade agreement
to solve the shortcomings of Chen et al’s scheme. Moreover, Mohit et al. [14] found in
2017 that Chiou et al’s scheme [13] could not support patient anonymity, or ensure that
even if a patient’s mobile device was stolen, the device could not be used for a malicious
attack. Kumar et al. [15] proposed an effective mutual authentication framework for
cloud computing healthcare systems. Li et al. [16] showed that Mohit et al’s scheme [14]
fails to protect patient anonymity, fails to protect patient accessibility, and lacks medical
records. Li et al. proposed cloud-based authentication and privacy protection schemes.

After analyzing the related works, this study identified some flaws to be addressed. For
example, the schemes proposed by Chiou et al. [13], Mohit et al. and Li et al. [16] did not
support patient anonymity and unlinkability, nor did they support smart and convenient
authorization, and they were vulnerable to impersonation attacks.

According to the above analyses, how to use a smart device to achieve a secure elec-
tronic medical sharing [17-20] is a worthy research issue for health care systems [21-
24]. This study proposes a secure electronic medical record (EMR) authorization system
for smart device applications in cloud computing environments [25-28]. The security
requirements met by the proposed model include mutual authentication, anonymity,
unlinkability, data integrity, data non-repudiation, and forward and backward security
[29, 30] while being secure against known attacks, such as replay attacks, man-in-the-
middle attacks and impersonation attacks [31, 32].

The remainder of this paper is arranged as follows: In “Preliminary” section, we gives a
brief description of the security requirements and the elliptic curve group. In “The pro-
posed scheme” section, we also describes the proposed scheme. Next, in “Security anal-
ysis” section, the security analyses are conducted. In “Discussion” section, the detailed
results of the security comparison and computation cost are discussed. Finally, conclu-

sions are offered in “Conclusions” section.
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Preliminary

Security requirements

In this paper, we assume the following assumptions based on the threat model men-
tioned in [33-36]. Therefore, the following list is the security requirements for a
secure electronic medical record authorization system for smart device applications

in cloud computing environments.

Mutual authentication

The message receiver should authenticate the legality of the message sender dur-
ing the information transmission process. Therefore, in a secure electronic medical
record authorization system for smart device applications in cloud computing envi-
ronments, each party should authenticate the legality of the other party. If each oth-
er’s legality of the two parties is confirmed, then it achieves mutual authentication.

User anonymity and unlinkability

Malicious attacks may also attempt to determine a person’s physical location by trac-
ing their personal mobile reader. Thus, a secure electronic medical record authori-
zation system for smart device applications in cloud computing environments must

prevent such positional tracking.

Integrity

When the message transferred through an insecure network environment, it is sus-
ceptible to the malicious attack that the attacker modifies the original message. Thus,
the message received by the receiver may not the original message sent from the
sender. It ensures the integrity of the transmitted data and also protects against tam-

pering in transmission.

Non-repudiation

The message receiver must be able to verify the legality of the message sender during
the information transmission process. Once the receiver confirms that the message
was sent from the sender, the sender can’t deny the message that he/she had sent. The
sender uses his/her private key to sign the message, and the receiver can verify the
digital signature from the sender.

Forward and backward security

The session key is established between the message sender and the message receiver.
If it is compromised by an attacker at any point, he/she may use the session key for
future communications, or use it to obtain previous messages.

Confidentiality
If the data is intercepted by a malicious attacker during transmission, the unen-
crypted data content will be exposed, which violates the principle of confidentiality
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of information security. In order to prevent disclosure of data, sensitive data must be
encrypted during transmission and storage.

Availability

A secure and reliable information system must use data encryption and identity verifi-
cation technology, in order to ensure that data is not accessed by illegal users. Simulta-
neously, it must be ensured that legitimate users can correctly obtain the plain text of
the transmitted message within an acceptable time, which meets the availability of the
system.

Prevent replay attack

The attacker can intercept the messages transmitted between the sender and the receiver
by malicious attacks. Then, the attacker impersonates a legitimate transmitter so as to
send the same messages again to the intended receiver. The situation causes a serious
security risk, and that must be prevented.

Prevent man-in-the-middle attack

This attack means the attacker intercepts the message during the communication phase
and counterfeits the message. Then, the attacker sends this counterfeit message to other
communication parties. The situation causes a serious security risk, and that must be
prevented in a secure electronic medical record authorization system for smart device
applications in cloud computing environments.

Prevent impersonation attack

This attack means an illegal user wants to disguise as the legal user to log into the server
or to communicate with other legal users. The situation causes a serious security risk,
thus a secure electronic medical record authorization system for smart device applica-
tions in cloud computing environments must prevent such attacks.

Elliptic curve group

E/F, is an elliptic curve defined over a prime finite field F,. P is a generator for a cyclic
additive group of composite order g [37]. G is a cyclic additive group of the composite
order g. A point on E/F, together with an extra point Q is called the point at infinity
from a group G = {(x,) : x,y € E/F;} U {Q}. The scalar multiplication over E/F, is cal-
culated by the Eq. 1 as:

tP=P+P+---+P, t times. (1)

Computational Diffie-Hellman (CDH) problem and Decisional Diffie—Hellman
(DDH) problem exist for the elliptic curve group. The details are as follows:

Computational Diffie-Hellman (CDH) problem
a,b € R, Z x q and P are the generators of G. Given aP and bP, the value abP can be
computed.
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Decisional Diffie-Hellman (DDH) problem
a,b,c € R, Z x q and P are the generator of G. Given aP, bP, and cP, the value abP can
be computed. Confirming that cP = abP is equal to confirming that ¢ = ab mod q.

The proposed scheme

System architecture

This study proposes a distributed EMR storage and sharing scheme. Figure 1 shows the
proposed system architecture. There are four parties in the proposed system, including
the patient, the doctor, the hospital’s private cloud, and the public cloud. Each party is
described in detail below.

1. Patient (P): The patient takes a smart device when they visit a doctor. They authenti-
cate their identity with the smart device by entering their biometric password.

2. Doctor (D): The doctor verifies the EMR of the patient and the legality of the hospi-
tal’s private cloud. In the EMR search phase, the doctor collects messages from both
sides and then makes a professional diagnosis.

3. Hospital’s private cloud (HPC): The hospital’s private cloud is the cloud in which the
patient’s EMR is stored. It authenticates the legality of the doctor and then provides
them with the correct EMR.

4. Public cloud (PC): A public cloud plays the role of generating secret keys. Every party
gets a secret parameter from the public cloud during the registration phase. It stores
the index of the patient’s medical data during the EMR search phase. By checking the
secret key given by the public cloud, the doctor can authenticate their patients. The
public cloud and the private cloud form a medical union cloud. The medical union
cloud achieves EMR sharing by authenticating each other.

The following is a description of the four steps process of a patient visiting a doctor:

Step 1:  All parties are registered to the public cloud. The public cloud calculates
secret keys by n elliptic curve. The cloud then issues the secret keys to parties.

)= 4 Doctor
N = > (D)
Patient with A gk 2 v \E}
. 1 e
smart device N 1--3 N
(P)
Public Cloud Key generation server Index resource server 4
(PC)
Ay
1 \\\
4 v
EMR server x EMR server y
The i-th Hospital's Private Cloud (HPC) The j-th Hospital's Private Cloud (HPC)
Fig. 1 The architecture of the proposed distributed EMR storage and sharing scheme
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Step 2:
Step 3:

Step 4:

Notation

The patient visits the doctor. The doctor authenticates the patient, and the
patient sends their biomedical signal to the doctor.

The doctor receives the index of the patient from the public cloud and then
obtains the EMR from the hospital’s private cloud.

The doctor makes a diagnosis according to the EMR and the patient’s cur-
rent condition. Finally, the doctor sends the diagnosis messages to the public
cloud.

The notations used in this paper are shown in Table 1.

Registration phase

All parties register in the cloud to get the secret key. The registration phase is divided

into three parts which are the patient, the hospital’s private cloud, and the doctor regis-

ter with the public cloud.

The patient registers with the public cloud

This process consists of three steps, as shown in Fig. 2a.

Step 1:

Step 2:

The patient selects an identity /Dp and a biometric password Bp. They then
send both to the public cloud via a secure channel.

When the public cloud receives the message, it selects a random number
r1, and uses it to multiply by the generator, the elliptic group, P to compute

Table 1 Notation

Notation

Meaning

A generator for the elliptic group

A secret key

A public key, where PK = sP

Biometric hash function

One way hash function

|dentity of X

A biometric password

The doctor’s certificate issued by a medical authority
The jith timestamp of sender X

The jth received message timestamp from sender X
Avalid time interval

The ithrandom number

The secret key shared between the public cloud and X
The ith session key

The biomedical signal sensed by a smart device

The electronic medical record

The diagnosis information on the smart device
Concatenation function

Determines if Ais equal to B

Secure channel
Insecure channel

Page 6 of 31
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P PC HPC PC
selects IDp, Bp selects IDypc
Dy B Dwec
selects a random number selects a random number 7>
71 Rupci=r2P
Rpi=riP Supc=r2+h(IDupc||Rupci)s
R.. S Sp=ri+H(IDp||Bp||Rp1)s Rupci, Supc
«-prPp T 1T o mmm s emme
SpPZRpi+H(IDp||Bp||Rp1)PK StpcP ZRupci+h(IDupc||Rupct) PK
stores(Rp;, Sp) stores(Rupci, Supc)
a b
Fig. 2 a Flow chart of the patient registering with the public cloud, b flow chart of the hospital’s private
cloud registering with the public cloud

Rp1 by using the Eq. 2, and then to compute Sp by using the Eq. 3, as follows:

Rp1 =P, (2)

Sp =r1 + H(UDpl||Bp||Rp1)s. 3)

The public cloud then sends Rp; and Sp to the patient via a secure channel.
Step 3:  Upon receiving the message from the public cloud, the patient verifies by
using the Eq. 4 as follows:

?
SpP =Rp1 + H(IDp||Bp||Rp1)PK. (4)

If it holds, then the patient stores (Rp1, Sp).

The hospital’s private cloud registers with the public cloud
This process consists of three steps, as illustrated in Fig. 2b.

Step 1:  The hospital’s private cloud selects an identity IDgypc, and then sends its iden-
tity IDppc to the public cloud via a secure channel.

Step 2:  When the public cloud receives the message, it selects a random number r;
and uses it with the generator for the elliptic group P to compute Rypci by
using the Eq. 5. The public cloud computes Sypc by using the Eq. 6. Rypci and
Supc as follows:

Rppc1 = raP. (5)

Supc = ro + h(IDupc||RHpC1)S. (6)

The public cloud sends Rypci and Sypc to the hospital’s private cloud via a
secure channel.
Step 3:  Upon receiving the message, the hospital’s private cloud verifies by using the
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[ ]
selects /Dp IDp, Certp
_________________________ >
verifies Certp
selects a random number r3
R01:V3P
Roi, Sp Sp=r3+h(IDp||Certp||Rp1)s
€——— o —RE0OD 7 0
SpPZRp;+h(IDp||Certp||Rp;)PK
stores(Rpi, Sp)
Fig. 3 The doctor registers with the public cloud
Eq. 7 as follows:
?
SupcP = Rypci1 + h(IDgpc||Rppc1)PK. (7)

If it holds, then the hospital’s private cloud stores (Rypc1, SHpC)-

The doctor registers with the public cloud
This process also consists of three steps, as shown in Fig. 3.

Step 1:  The doctor selects an identity IDp and their doctor’s certificate Certp and s
both to the public cloud via a secure channel.

Step 2:  When the public cloud receives the messages, it verifies whether Cerzp is
legal. If Certp is illegal, the public cloud will terminate the registration phase.
If it is legal, it selects a random number r3 and uses it multiply by the gen-
erator for the elliptic group P to compute Rp; by using the Eq. 8, and to then
compute Sp by using the Eq. 9 as follows:

Rp1 =3P, (8)

Sp = r3 + H(IDpl|Certp||Rp1)s. 9)

The public cloud sends Rp; and Sp to the doctor via a secure channel.

Upon receiving the message from the public cloud, the doctor verifies by
using the Eq. 10 as follows:

SpP = Rp1 + h(IDp||Certp||Rp1) PK. (10)

If it holds, then the doctor stores (Rp1, Sp).

Patient visiting doctor (consultation) phase

In this phase, the patient goes to the doctor for a medical consultation. They bring their
smart device with them in order to first authenticate the doctor. This section describes
how the patient logs into the medical system, and how they achieve authentication with
the doctor. This phase consists of four steps, as shown in Fig. 4.
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P D

Inputs Bp

selects a random number 75
Cp1=Epukp(IDp||Bp||Rri||RP2||TpP1)
Sigp1=Sprxp(Rpri1||IDp||Rp2||Bp||PK||Tr1)

Cpy, Sigpi, Tpi

v

checks Tp;"-Tp; <AT

(IDp||Bp||Rp1||Rp2|| TP1)=Dprrn(Cri)
(Rpil|IDp||Rp:||Bp||PK|| Tp1) £V pukp(Sigr1)

selects a random number 75

RDzzrﬂP

SEK;=h((SpRp>+ rg(Rp1+H(]Dp||Bp||Rp1)PK))||r6RP2)
Cpi=Epukp(IDp||Certp||Rpi||Rp2||SEK;||Tp1)
Sigp1=Sprip(Rp2||IDpl||Tpi||Certp||SEK || PK)

Cpy, Sigp1, Tpi

checks Tp;-Tp; <AT
(IDp||Certp||Rp:||Rp2||SEK || Tp1)=Dprxp(Cp1)
verifies Certp

(R[)2| \]DD||TDI||CertD\ |SEK1||P]():?VPU](D(Sig1)1)
SEK[:?]’I((SPRDZJF Vj(RD1+h([DD||RD1)PIQ)‘ ‘r5R1)2)

Cp2=Esexi(Msp||IDp||Tr2) Cro Tro

>
>

checks Tp,-Tp> <AT
(Msp||IDp||Tr2)=Dsgxi(Cp2)

Fig. 4 Patient visiting doctor phase

The patient inputs their biometric password Bp and selects a random number r5, and
uses r5 and P to compute Rpy by using the Eq. 11 as follows:

Rpy = r5P. (11)

He/She then uses the doctor’s public key PUKp to encrypt (IDp||Bp||Rp1||Rp2!1TpP1)
into Cp1 by using the Eq. 12 as follows.

Cp1 = Epuk,, (IDp||Bp||Rp1||Rp2| 1 TP1)- (12)

The patient then uses their private key PRKp to generate their signature Sigp; by
using the Eq. 13 as follows:

Sigp1 = Sprip (Rp1||IDp||Rp2||Bp||PK || Tp1). (13)

Finally, the patient sends (Cp1, Sigp1, Tp1) to the doctor, where Tp; is the timestamp.
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Step 1:  Upon receiving (Cp1,5igp1, Tpl), the doctor checks if Tj; — Tp1 < AT. If AT
is not valid, the doctor will terminate the communication. The doctor then
decrypts Cp1 and verifies Sigp; by using the Egs. 14 and 15 as follows:

(IDp|1Bp||Rp1||Rp2|| Tp1) = Dpgi, (Cp1), (14)

? ,
(RP1||IDP||RP2| [Bp||PK||Tp1) = Vpuk, (Slgp1)~ (15)

He/She then uses the random number r¢ with the generator for the elliptic
group P to compute Rpy, and calculate a session key by using the Eqs. 16 and
17 as follows:

Rpy = reP, (16)

SEKy = h((SpRpz + r6(Rp1 + H(Dp||Bp||Rp1)PK))||76Rp2). (17)

The doctor uses patient's public key PUKp to encrypt
(IDp||Certpl||Rp1||Rp2||SEK1||Tp1) into Cp by using the Eq. 18 as follows:

Cp1 = Epux, UDp||Certp||Rp1||Rp2||SEK1|| Tp1), (18)

then uses their private key PRKp to generate their signature Sigp; by using the Eq. 19 as

follows:

Sigp1 = Sprip (Rp2|1IDp|| Tp1 || Certp||ISEK || PK). (19)

Finally, the doctor sends (CDl,Sing, TDl) to the patient. Where Tp; is the
timestamp.

Step 2:  Upon receiving (CDl,Sigm, TDl), the patient checks if T},, — Tp1 < AT. If
AT is not valid, the communication is terminated. The patient decrypts Cp;
by using the Eq. 20 as follows:

(IDp||Certp||Rp1||Rp2||ISEK1|| Tp1) = Dpri,(Cp1), (20)

and verifies if Certp is legal or not. And then the patient verifies Sigp; by using the
Eq. 21 as follows:

? .

(RD2| [IDp||Tp1l||Certp||SEK1||PK) = Vpuk, (SlgD1> . (21)
The patient then calculates a session key and verifies it by using the Eq. 22 as
follows:

?
SEK1 = h((SpRp2 + r5(Rp1 + h(IDp||Rp1)PK))||rsRp2) (22)

and uses the session key SEK] to encrypt (Msp, IDp, Tpp) into Cpy by using the Eq. 23 as
follows:

Cpa = Esex, (Msp, IDp, Tpy). (23)

Page 10 of 31
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D PC HPC

Cp2=Epukpc(IDp||Tp2||IDpl||Certp||IDpE)
Sigp2=Sprkp(Sp||Tp2||IDp||IDpE||IDp)
CD2, SigDz, TDZ
—_—
checks Tp;-Tpz <AT
(IDp||Tp:||IDp||Certp||IDpg)=Dprxrc(Cp2)
verifies Certp
(Sp|| To2| \IDp||IDpE| [ IDp) £V pukn(Signs)
Cc=Epukp(IDupc||IDpe|| Tc)
Sigc=Sprrc(IDpE||Sp||IDupc|| Tc)

Cc, Sige, Tc
<—

checks T¢'-Te <AT

(IDupc||IDpe|| Tc)=Dprxn(Cc)
(IDpE||Sp||IDupc||Tc) ZVpukc(Sige)
selects a random number 7
Cps=Epukurc(Certp||Tps3||IDpl||Rp3||Rp1)
Sigp3=Sprxp(PK||Tps||IDp||Rps||Rp1)

Cbps, Sigps, Tps

checks Tp3"-Tp3 <AT

(Certp||Tps3||IDpl||Rp3||Rp1) =Dprkrrc(Cps)

verifies Certp

(PK||Tps||IDp||Rps||Rp1) ZVrukn(Sigps)

selects a random number 7

Rupca=rsP

SEK>=h((SupcRp3+ rs(Rpi+h(IDp||Rp1)PK))||rsRp3)
Cupci=Epukp(IDupc||SEK:|| Tupci||Rupc2)
Sigrpci=Sprirpc(PK||Tupci||IDupc)

Cupci, Sigupci, Thpci

<
<

checks Tupci™-Tupci <AT
(IDrpc||SEK:| | Trpci| |Ripc2) =Dpreo(Cripct)
(PK||Tpci|[IDupc) £V prknpc(Sigupci)
SEK>=h((SpRupca+ r7(Rupci+h(IDupc||Certp||Rupc) PK))||r7Rupc2)
CD4=ESEK2(]DP| \IDD‘ | TD4‘ |CertD)
Cps, Tpy

checks Tps'-Tp4 SAT
(IDP‘ |]DD‘ | TD4‘ |C€rtD):DSEK2(D4)
verify Certp

) Crrea, Torre Crupc2=Esex2(Memr|| Trpc)
<

checks Typc2'-Thpc2 <AT
Mewr||Trpcz)=Dsex2(Crpca)
Fig.5 EMR search phase

Finally, the patient sends Cpy and Tp; to the doctor.

Step 3: Upon receiving (Cpp, Tp2), the doctor checks if the timestamp
Tpy, — Tpy < AT, then decrypts Cpy via session key SEK; by using the
Eq. 24 as follows:

Page 11 of 31
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(MSD, IDp, Tpy) = Dsgx, (Cpa). (24)

EMR search phase

The purpose of this phase is to search the EMR of the patient for information relevant to
the current diagnosis process. The doctor contacts the hospital’s private cloud to obtain
the EMR of the patient, and thus needs to be authenticated with the private cloud. This
phase consists of seven steps, as shown in Fig. 5.

Step 1: The doctor uses the public key of the public cloud PUKpc to encrypt
(IDp||Tp2||IDpl|Certp||IDpE) into Cpy by using the Eq. 25 as follows:

Cp2 = Epuxpc UDp||Tp2||[IDpl|Certp||[IDpE). (25)

He/She then uses their private key to generate their signature Sigpy by using
the Eq. 26 as follows:

Sigpa = Sprip (Spl| Tp2||IDp|[IDpg|[IDp). (26)

Finally, the doctor sends (CDZ, Signo, TDZ) to the public cloud.

Upon receiving (CDZ, Signo, TDZ), the public cloud checks if T},, — Tpy < AT,
then the public cloud decrypts Cpp and verifies whether Certp is legal by
using the Eq. 27 :

(IDp|| Tp2||IDp||Certp||IDpE) = Dpripe (Cp2)- (27)

The public cloud also uses the doctor’s public key to verify the signature
Sigpa by using the Eq. 28 as follows:

N .
(011 Toa PP INDDE D) = Vruky (Sigon ). 28)

It also verifies whether Certp is legal. Then the public cloud searches the
patient’s index record in its database according to IDp and IDpg. After this,
it uses the doctor’s public key PUKp to encrypt (IDupc||IDpel| T¢) into Cc by
using the Eq. 29 as follows, where IDpg is the hospital department’s identity.

Cc = Epuk, UIDupc||IDpEl| Tc)- (29)
The public cloud then uses its private key PRK¢ to generate the public cloud
signature Sigc by using the Eq. 30 as follows:

Sigc = Sprx UDpE!|SsplIDupc || Tc). (30)

After this, the public cloud stores (2(IDp||IDpg), UIDcrpc||IDp) & h(s)).
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Finally, the public cloud sends (Cc¢, Sigc, T¢) to the doctor.
Step 2:  Upon receiving (Cc, Sigc, Tc), the doctor checks if T — Tc < AT. The doc-
tor then decrypts Cc and verifies Sigc by using the Eqgs. 31 and 32 as follows:

(UDrpc|IDpEl|Tc) = Dpri, (Cc)s (31)

(IDpEel|SsplIDrpc || Tc) = Vpuk (Sige). (32)

Then the doctor uses the random number r7 with the generator for the elliptic
group P to compute Rp3 by using the Eq. 33. They then use the public key of
the hospital’s private cloud PUKppc to encrypt (Certp||Tp3||IDp||Rp3||Rp1)
into Cp3 by using the Eq. 34 as follows:

Rp3 = r7P, (33)

Cp3 = Epurypc (Certpl| Tps||IDp||Rp3||Rp1). (34)

The doctor then uses their private key to generate their signature Sigps by
using the Eq. 35 as follows:

Sigps = Spri, (PK || Tp3|IDp||Rp3||Rp1)- (35)

Finally, the doctor sends (Cps, Sigps, Tp3) to the hospital’s private cloud.
Step 3:  Upon receiving (Cps, Sigps, Tp3), the hospital’s private cloud checks if
T]DS — Tp3 < AT. It then decrypts Cp3 by using the Eq. 36 as follows:

(Certp||Tp3|IDp||Rps||1Rp1) = Dpriypc (Cps), (36)

and verifies whether Certp is legal. It then verifies Sigps by using the Eq. 37 as follows:

? .
(PK||Tp3||[IDp||Rp3|IRp1) = Vrux, (Sigp3). (37)

The private cloud then uses the random number rg with the generator for the
elliptic group P to compute Rypca, and calculates a session key by using the
Egs. 38 and 39 as follows:

Rppcay = rgP, (38)

SEKy = h((SupcRp3 + rs(Rp1 + h(IDp||Certp||Rp1)PK))||rsRp3). (39)

It then uses the doctor’s public key PUKp to encrypt
(IDupc|ISEK || THpc1||RHPC2) into Chpci by using the Eq. 40 as follows:

Cupc1 = Epuk;, IDrpc||SEK2|| Trpc1 | |REPC2). (40)

It uses the private cloud’s own private key to generate its signature Sigrzpc1 by
using the Eq. 41 as follows:

Sigrupc1 = Spriype (PK || Trpc1|1IDppc). (41)

Finally, the private cloud sends (Crpc1, Sigupci, Tpci) to the doctor.
Step4: Upon receiving (Cupci,Signpci, Trpc1), the  doctor  checks if
T{pc1 — THpc1 < AT, decrypts Crpci, and verifies Sigypci by using the
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Egs. 42 and 43 as follows:

(UIDrpc|ISEK: || THpc1||1RHPC2) = Dpri, (Crpc), (42)

? .
(PK||Trpc1IDHpC) = SprKypc (SigHPC1). (43)

He/She verifies the session key by using the Eq. 44 as follows:

SEK> = h((SpRupca + r7(Rupc1 + h(UDppc | |Rupc1)PK)) | |r7Rupc2), (44)

and then use the session key SEKj to encrypt (IDp||IDp||Tpal||Certp) into Cpa by using
the Eq. 45 as follows:

Cps = Esgx, UDp||IDp|| Tpal|Certp). (45)

Finally, the doctor sends (Cpa, Tpa) to the private cloud.
Step 5:  Upon receiving Cpa, the private cloud checks the timestamps to determine if
Th, — Tpa < AT, and then decrypts Cps by using the Eq. 46 as follows:

(IDp||IDp||Tpal|Certp) = Dsgx,(Cpa). (46)

It verifies whether Certp is legal, and then uses the session key SEK; to
encrypt (Meamr|| Trpce) into Crpca by using the Eq. 47 as follows:

Crpca = Eser, MEemr|| THPC2)- (47)

Finally, the hospital’s private cloud sends (Cupca, THpc2) to the doctor.
Step 6:  When the doctor receives Cppca, they check the timestamp to determine if
T]/‘[PCZ — Thpca < AT, and then decrypt Cypca by using the Eq. 48 as follows:

(Memr|| THPC2) = Dsex, (CHpc2). (48)

Diagnosis phase

Once the doctor receives the patient’s EMR and the sensing message Mgsp from the
patient’s smart device, the doctor uses the patient’s EMR from the hospital’s private
cloud and the Mgp to make a professional medical diagnosis. After this, they inform
the patient of the diagnosis result. Figure 6 is the diagnosis phase of the proposed

scheme.

B P

Cps=Esgy)(Mpyil | Certy || T)5)
C,., T

Dy D5

>
>

checks T, ~Ts <AT

(Mgl | Certp| | Tp) =Dy ) (Cps)
checks Cert,,

Fig. 6 Diagnosis phase
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First, the doctor uses the session key SEK; to encrypt (Mpnr||Certp||Tps) into Cps
by using the Eq. 49 as follows:

Cps = Esek, (Mpinr||Certpl|| Tps). (49)

Then the doctor sends (Cps, Tps) to the patient.

Step 1: 'When the patient receives (Cps, Tps), the patient checks the timestamps
to determine if T/, — Tps < AT, then decrypts Cp; by using the Eq. 50 as
follows:

(Mpinr||Certpl|Tps) = Dsex, (Cps). (50)

The patient then verifies that Certp is legal.

Security analysis

This section analyzes the security issues of mutual authentication, anonymity, unlink-
ability, data integrity, data non-repudiation, and forward and backward security in
the proposed scheme. It also analyzes the proposed scheme’s security against replay
attacks, man-in-the-middle attacks, and impersonation attacks.

Mutual authentication
There are four parties in the proposed scheme, namely the patient, the hospital’s pri-
vate cloud, the public cloud, and the doctor. This paper uses BAN logic [38] to prove

that the proposed scheme achieves mutual authentication.

Goals
The following goals must be derived step by step so that all parties are able to authen-
ticate each other. Goals are listed as G1 to G16 as follows:

GI SEK;

pDl=D3Sp
G2 Dl=pPl=D<p
G3 Pl=D3L p
G4 Pl=D| = D5<E—>M P
G5 HPC| = HPC 5 D
G6 HPC| = D| = HPC 5 D
67 Dl = HPC & D
S
G8 D| = HPC| = HPC 5 D
G9 Dl = IDp
G10 Dl =Pl =Dy
GIT Pl =IDp
G12 Pl =Dl = iDp
GI3 HPC| = IDp
G4 HPC| = D = IDp
GI5 DI = IDiec
G16 DI = HPC| = IDypc
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Messages delivered between parties
The messages are numbered for the purposes of proving the proposed scheme, as

follows:

M1 {Re1111Dp11Rp211Bp [1PK11Tp1 Yerkp AMsp [ 11Dp (| Tp2 }sexy )

M2 ({Rp2l1IDp|Tp1 1 Certpl | SEKY1PK Y pris . AMpine [ Certp | Tps Y sk, )
M3 {PKIITp311IDp1IRp311Ro1 YRy {IDP11DD1 Tpa | | Certp} sex, )

M4 {PKITHpc1 11IDHpc YerK e  AMEMRI THPC2 Y sEK, )

Assumptions

The following assumptions are made to help achieve the goals:

Al DI = #(Tp1)
A2 Pl = #(To1)
A3 Dl = #(Tp1)
A4 Pl =#(Tp1)
A5 HPC| = #(Tp3)
A6 DI = #(Tp3)
A7 HPC| = #(Thpc1)
A8 Dl = #(Thpc1)
A9 DI = #SEK:
A10 P| = #SEK;
Al HPC| = #SEK
A12 D| = #SEK
PUK,
Al3 Pl=|'="D
PUK;
Al4 Dl=|>"D
AlS pr="%p
Al6 b= p
Al7 pl=1"%"p
AT8 Hecl = 18" p
PUK
A19 Dl =| =" HPC
PUK,
A20 HPC| = | 5° HPC
SEK;
A21 Dl=P|=D P
SEK;
A22 Pl=D|= D P
A23 SEK,

HPC| = D| = HPC <’ D

A2 Dl = HPC| = HPC & D
A25 Dl =P| = IDp

A2 Pl =D| = IDp

A27 HPC| = D] = IDp

A28 DIl = HPC| = IDypc

The doctor authenticates the patient
The doctor’s authentication of the patient can be proved by the assumptions and BAN
logic, as follows:
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By M1 and the seeing rule, the following Statement 1 can be derived:

(Statement 1) D < ({Rp1[|IDp||Rp2|Bp||PK || Tp1}pricp: {Msp[1IDp|| TP2} sEK: )-

By A1, A2 and the freshness rule, the following Statement 2 can be derived:

(Statement 2)  D| = #({Rp1[[[Dp||Rp2||Bp||PK || Tp1}prip {Msp|1IDp| | Tp2}sex )-
By Statement 1, A9, A13, A14 and the message meaning rule, the following State-
ment 3 can be derived:
(Statement 3) D| = P| ~ #({Rp1|[IDp||Rp2||Bp||PK || Tp1} prip» {Msp | IDp|| Tp2}sex;)-
By Statement 2, Statement 3 and the verification rule, the following Statement 4 can be
derived:
(Statement 4) D| = P| = ({Rp1||IDp||Rp2||Bp||PK || Tp1}pric {Msp [1IDp || Tp2}se: )-

By Statement 4 and the belief rule, the following Statement 5 can be derived:

SEK;
<>

(Statement 5) D|=P|=D p.

By Statement 4, A2I and the jurisdiction rule, the following Statement 6 can be

derived:

SEK;
<>

(Statement 6) D| =D pP.

By Statement 6 and the belief rule, the following Statement 7 can be derived:

(Statement 7) D| = P| = IDp.

By Statement 6, A25 and the belief rule, the following Statement 8 can be derived:

(Statement 8) D| = IDp.

According to Statement 6 and Statement 8, we prove that the doctor can surely
authenticate the patient by using the Eq. 15 as follows:

? )
(Rp1IIDp||Rp2||Bp||IPK || TP1) = Vpuxk, (Sigp1). (15)
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The patient authenticates the doctor
The patient’s authentication of the doctor can be shown by the assumptions and BAN
logic, as follows:

By M2 and the seeing rule, the following Statement 9 can be derived:

(Statement 9)  P<({Rp2||IDp||Tp1||Certp||SEK1||PK}pri), {MpinE || Certp|| Tps}sek, )-

By A3, A4 and the freshness rule, the following Statement 10 can be derived:

(Statement 10)  P| = #({Rp2|lIDp||Tp1||Certp||SEK1||PK} pricy,» {Mpine || Certpl | Tps}se)-
By Statement 9, A10, A15, A16 and the message meaning rule, the following Statement
11 can be derived:
(Statement 11)  P| = D| ~ #({Rp2[|IDp||Tp1||Certp||SEK1 || PK} pri,, (Mpine || Certp|| Tps} sex, )-
By Statement 10, Statement 11 and the verification rule, the following Statement 12
can be derived:
(Statement 12)  P| = D| = ({Rp2|l/Dp||Tp1|Certp||SEK1||PK} priy s iMpinr || Certp| | Tps) sk, )-

By Statement 12 and the belief rule, the following Statement 13 can be derived:

SEK;
(Statement 13) P|=D| =D &' P.

By Statement 13, A22 and the jurisdiction rule, the following Statement 14 can be

derived:

SEK;
<>

(Statement 14) P|=D pP.

By Statement 14 and the belief rule, the following Statement 15 can be derived:

(Statement 15) P| = D| = IDp.

By Statement 15, A26 and the belief rule, the following Statement 16 can be derived:

(Statement 16) P| = IDp.

According to Statements 14 and 16, the patient’s authentication of the doctor can be
proved by using the Eq. 21 as follows:

? .
(Rp2|lIDp | Tp11|Certp||SEK: || PK) = Vpuk, (Sigp1). (21)
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The hospital’s private cloud authenticates the doctor
The private cloud’s authentication of the doctor can be shown by the assumptions and
BAN logic as follows:

By M3 and the seeing rule, the following Statement 17 can be derived:

(Statement 17) HPC<({PK||Tp3||IDp||Rp3||Rp1}prrps IDp||IDp || Tpa||Certplsex,)-

By AS, A6 and the freshness rule, the following Statement 18 can be derived:

(Statement 18) HPC| = #({PK||Tp3||IDp||Rp3||Rp1}prKy» {IDP||IIDp|| Tp4l|Certplsex,)-
By Statement 17, A11, A17, A18 and the message meaning rule, the following State-
ment 19 can be derived:
(Statement 19)  HPC| = D| ~ #({PK || Tp3||IDp||Rp3||Rp1}priy» {Dp|IDp || Tp4||Certpsex,)-
By Statements 18 and 19, and the verification rule, the following Statement 20 can be
derived:
(Statement 20) HPC| = D| = ({PK||Tp3||IDpl|Rp3||Rp1}rrip: {IDp|IDpl|Tpal|Certp}sexs, ).

By Statement 20 and the belief rule, the following Statement 21 can be derived:

SEK:
(Statement 21) HPC| = D| = HPC "< D.

By Statement 21, A23 and the jurisdiction rule, the following Statement 22 can be

derived:

SEK;
(Statement 22) HPC| = HPC <’ D.

By Statement 22 and the belief rule, the following Statement 23 can be derived:

(Statement 23) HPC| = D| = IDp.

By Statement 23, A27 and the belief rule, the following Statement 24 can be derived:

(Statement 24) HPC| = IDp.

According to Statements 22 and 24, the doctor’s authentication of the patient can be
proved by using the Eq. 37 as follows:

(PK||Tp3||[IDp||Rp3|IRp1) = Vux, (Sigp3). (37)
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The doctor authenticates the hospital’s private cloud
The doctor’s authentication of the private cloud can be shown by the assumptions and
BAN logic as follows:

By M4 and the seeing rule, the following Statement 25 can be derived:

(Statement 25) D < ({PK||Tupc1llIDpapc}prK pe s IMEMRII THPC2)SEK)-

By A7, A8 and the freshness rule, the following Statement 26 can be derived:

(Statement 26) D| = #({PK || Tppc1|IDHPC} PR pe s IMEMRI THPC2}SEK )-

By Statement 25, A12, A19, A20 and the message meaning rule, the following State-
ment 27 can be derived:
(Statement 27) D| = HPC| ~ #({PK || Tupc1|IDHPC Y PRK pc s IMEMRI THPC2}SEK, )-
By Statements 26 and 27, and the verification rule, the following Statement 28 can be
derived:
(Statement 28) D| = HPC| = ({PK||Trupc1|IDupc )} prKGipc» IMEMRI THPC2}SEK)-

By Statement 28 and the belief rule, the following Statement 29 can be derived:

SEK;
(Statement 29) D| = HPC| = HPC < D.

By Statement 29, A24 and the jurisdiction rule, the following Statement 30 can be

derived:

SEK;
(Statement 30) D| = HPC <" D.

By Statement 30 and the belief rule, the following Statement 31 can be derived:

(Statement 31) D| = HPC| = [Dypc.

By Statement 31, A28 and the belief rule, the following Statement 32 can be derived:

(Statement 32) D| = IDypc.

According to Statements 30 and 32, the doctor’s authentication of the patient can be
proved by using the Eq. 43 as follows:

? .
(PK || Tupc1|IIDHPC) = SPRKGpc (SigHPC1)- (43)
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User anonymity and unlinkability

During the patient visiting doctor (consultation) phase, the EMR search phase, and the
diagnosis phase, information is transmitted via a public channel, and it is crucial that
a patient’s identity is secured against malicious attack. The proposed scheme encrypts
these messages using public key operations by using the following Eqs. 12, 18, 25, 29, 34
and 40 as follows:

Cp1 = Epux;, UDp||Bp||Rp1||Rp2!| TP1), (12)
Cp1 = Epux,(UDp||Certp||Rp1||Rp2|ISEK: || Tp1), (18)
Cp2 = Epuxpc UDp|| Tp2||IDpl|Certp||IDpE), (25)
Cc = Epuk, (IDupc|IDpe|lTc), (29)
Cp3 = Epukypc (Certp|| Tps||IDplIRps3||Rp1), (34)
Cupci1 = Epuk, (IDapc||SEK2 || THpc1||REPC2), (40)

and encrypts the transmitted messages by session keys by using the following Egs. 23
and 45 as follows:

Cp2 = Esgx, (Msp, IDp, Tpy), (23)

Cps = Esex, UDp||IDp|| Tpa||Certp). (45)

Because the messages are encrypted by public keys or session keys, attackers cannot
obtain a patient’s identity by intercepting the messages transmitted via a public chan-
nel. In addition, all messages have timestamps that change every session, thus encrypted
messages with different timestamps can be identified, ensuring that malicious attack-
ers cannot trace users. The proposed scheme, therefore, offers user anonymity and

unlinkability.

Integrity

The patient visiting doctor (consultation) phase

The patient’s signature Sigp; can be verified by its public key by using the following
Egs. 13 and 15 as follows:

Sigp1 = Sprip (Rp11[IDp||Rp2||Bp||PK || Tp1), (13)

? )
(Rp1IIDp||Rp2||Bp||IPK || TP1) = Vpuxk, (Sigp1). (15)

Thus, the doctor can ensure the integrity of the messages.
Meanwhile, the doctor’s signature Sigp; can be verified by its public key by using the
following Eqs. 19 and 21 as follows:
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Sigp1 = Spri, Rp2|IDp || Tp1||Certp||SEK1 || PK), (19)

? .
(Rp2|IDpl| Tp1||Certp||SEK: ||PK) = Vpuk, (Sigp1). (21)

Thus, the patient can ensure the integrity of the messages.

The EMR search phase
The doctor’s signature Sigpy can be verified by its public key by using the following
Egs. 26 and 28 as follows:

Sigpa = Sprp (Spl| Tp2|1IDp||IDpg||IDp), (26)

? .
(Spl| Tp2|IDp|[IDpe||IDp) = Vpux;, (Sigp2). (28)

Thus, the public cloud can ensure the integrity of the messages.
At the same time, public cloud’s signature Sigc can be verified by its public key by using
the following Eqs. 30 and 32 as follows:

Sigc = Sprx (IDpE||SspllIDrpc|| Tc), (30)

? .
(DpEl|SsplIDrpc || Tc) = Vpuxc (Sige). (32)

Therefore, the doctor can ensure the integrity of the messages, while the doctor’s signa-
ture Sigps can be verified by its public key by using the following Eqgs. 35 and 37 as follows:

Sigp3 = Spri, (PK || Tp3||IDp||Rp3|Rp1), (35)

? ,
(PK||Tp3||IDp||Rp3||Rp1) = Vpuk, (Sigps)- 37)

Thus, the hospital’s private cloud can ensure the integrity of the messages.
The private cloud’s signature Sigrpc1 can be verified by its public key by using the follow-
ing Egs. 41 and 43 as follows:

Sigupc1 = Spripc (PK || Tapc1||1IDgpe), (41)

? .
(PK||Tapc1IDHPC) = SPRKpc (SigHPC1). (43)

Thus, the doctor can ensure the integrity of the messages. In the proposed scheme, all
parties create a signature, and their authenticity is ensured by these signatures. Therefore,
the proposed scheme meets the integrity requirement.

Non-repudiation

While all parties send messages, it is also important that no party can deny sending a mes-
sage that they have sent. The proof of the non-repudiation offered by the proposed scheme
is given in Table 2.
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Forward and backward security
New random numbers are selected for session keys in every session, thus changing the ses-
sion key by using the following Egs. 17 and 39 for every session on the proposed scheme, as

follows:
SEKy = h((SpRp2 + r6(Rp1 + H(UDp||Bp||Rp1)PK))||76Rp2), (17)
SEK3 = h((SupcRp3 + rs(Rp1 + h(IDp||Certp||Rp1)PK))||rsRp3). (39)

The encryptions in the proposed scheme are changed every session because it contains
time stamps which change every session. The encrypted messages, which are caculated by
using the following Eqs. 12, 18, 23, 29, 34, 40, 45 and 47 are as follows:

Cp1 = Epux, (IDp||Bp||Rp1||1Rp2|| Tp1), (12)
Cp1 = Epux,Dp||Certp||Rp1||Rp2||SEK1 || TDp1), (18)
Cpz = Esgk, (Msp, IDp, Tpy), (23)
Cp2 = Epuxpc (IDp||Tp2|IDp||Certp||IDpE), (25)
Cc = Epux, (IDupc||IDpel| Tc), (29)
Cps = Epukypc (Certp|| Tp3|[IDp||Rps3||Rp1), (34)
Crrc1 = Epux, (IDppc||SEK2 || THpc1|1RHPC2), (40)
Cp4 = Esex, UDp||IDp|| Tpa||Certp), (45)
Crpca = Esex, MEemr|| THPC2). (47)

The timestamps in the encrypted messages and the random numbers in the session keys
ensure that attackers cannot decrypt messages sent in the current session, and they cannot
use messages from previous sessions as duplicate or replacement messages. For the same
reason, if attackers obtain current messages, they cannot decrypt old messages. Therefore,
the proposed scheme offers both forward and backward security.

Known attacks

Replay attack

The proposed scheme uses two forms of encryption, namely the public key operation, and
the session key operation. Both are secure against replay attacks. In the public-key opera-
tion, all messages include a timestamp. The timestamps prevent replay attacks because the
timestamp is different at any time, which means that encrypted messages are different for
every session. The details of the public key operations which are computed by using the fol-
lowing Egs. 12, 18, 25, 29, 34 and 40 are as follows:
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Cp1 = Epuxy, (IDp||Bp||Rp1||Rp2|| Tp1), (12)
Cp1 = Epux,(UDp||Certp||Rp1||Rp2|ISEK || Tp1), (18)
Cp2 = Epuxpc (IDp|| Tp2|1IDp||Certp||IDpE), (25)
Cc = Epuk, UDppc|IDpel| Tc), (29)
Cps = Epukypc (Certp|| Tps||IDpl||Rp3||Rp1), (34)
Crpc1 = Epu, IDppc||SEK: || THpc1 | I1RHPC2). (40)

The session keys are also changed every session by the random number chosen. The
session keys which are calculated by using the following Eqs. 17 and 39 are as follows:

SEKy = h((SpRp2 + ré(Rp1 + H(IDp||Bp|[Rp1)PK)) 76 Rp2), (17)

SEK, = h((SppcRp3 + rs(Rp1 + h(IDp||Certp||Rp1)PK))||rsRp3). (39)

The transmitted messages also contain timestamps. So, even if an attacker intercepts
previous messages and sends them back to the current session, they will fail the verifica-

tion, and communication will be terminated.

Man-in-the-middle attack

For an attacker to conduct a man-in-the-middle attack, they need to intercept transmit-
ted messages. Then they will modify the intercepted message, and send the modified
message to the destination party. However, all signatures in the proposed scheme involve
a timestamp, the scheme uses public-key cryptography, and public and private keys.
Therefore, the public key is used to encrypt the message, and the private key is used to
sign the message. An attacker cannot modify a signature while it involves a private key,
and cannot modify the timestamp. Therefore, they cannot conduct a man-in-the-middle
attack, as it is not possible to successfully modify a message. The signatures which are
computed by using the following Eqs. 13, 19, 26, 30, 35 and 41 are listed as follows:

Sigp1 = Sprip (Rp1||[IDp||Rp2||Bp||PK || Tp1), (13)
Sigp1 = Spri, (Rp2|1IDp|| Tp1 | Certp||SEK: || PK), (19)
Sigpa = Sprip (Spl| Tp2||IDp||IDpe|IDp), (26)
Sigc = Spr- (IDpE||SspllIDrpcl|Tc), (30)

Sigps = Sprip, (PK || Tps||[IDp||Rps3||Rp1), (35)
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Table 3 Comparison of the security attributes of the proposed scheme with those of other

(2020) 10:21

schemes
Security attack Chiouetal. Mohitetal. Kumaretal. Lietal. [16] The
[13] [14] [15] proposed
scheme
Patient anonymity No No Yes No Yes
Patient unlinkability No No Yes No Yes
Doctor unlinkability No No No No Yes
Mutual authentication Yes Yes Yes Yes Yes
Data integrity Yes Yes Yes Yes Yes
Data non-repudiation Yes Yes Yes Yes Yes
Confidentiality Yes Yes Yes Yes Yes
Availability Yes Yes Yes Yes Yes
Replay attack Yes Yes Yes Yes Yes
Man-in-the-middle attack Yes Yes Yes Yes Yes
Impersonation attack No No Yes No Yes
Table 4 Comparison of computation costs
Protocol Chiouetal.[13] Mohitetal.[14] Kumaretal.[15] Lietal.[16] The proposed
scheme
Patient visiting 17—5/9” + 3Tp+ 1 Tg,gn + 375+ 17—5,’9,7 + 3Ts+ ]7—5,‘9” + 3Ts+ 4T5/gn + 4Tx+
doctor phase 2Ts + 7Ty 1Ty 107y 1Ty 2Ts + 2Ty
Electrical medical = 3Tsign + 4T+ ATsign + 4Ts+ 4Tsign + 1275+ S5Tsign + 1075+ 8Tsign + 8Ta+
record search 8Tp + 675+ 197, 207y 20Ty 4T + 2Ty
phase 18T,
Diagnosis phase  1Tsign + 275+ 1Tsign + 2Ts+ 1Tsign + 5Ts+ 1Tsign +2Ts+ 2Ty
8Ty + 2Tp 5Ty 10Ty 8TH
Total cost 5Tsign + 4T+ 6Tsign + 9Ts+ 6Tsign + 20Ts+  7Tsign + 15Ts+  12Tsign + 14Ts+
137p 35Ty 40Ty 36Ty 6Ts + 4Ty

Tsign: The time is taken to execute/verify a signature. Ta: The time is taken to calculate an asymmetric encryption/decryption
operation. Ty: The time is taken to calculate a multiplication operation. Tp: The time is taken to calculate a bilinear pairing

operation. Ts: The time taken to calculate a symmetric encryption/decryption operation. Ty: The time is taken to calculate a
one-way hash function

Sigrpc1 = SprKypc (PK || Tapc1 |1 IDgpc).

Impersonation attack

An impersonation attack occurs when an attacker poses as a legitimate party in order to

access sensitive information.

(1) Impersonation of the patient

If an attacker can impersonate a legitimate user, then they can forge a Sigp; message

to appear as if it was sent by the patient. Sigp; is computed by using the following

Eq. 13 as follows:
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Sigp1 = Spriy (Rp1|UDp||Rp2||Bp||PK || Tp1). (13)

Even if the attacker knows the patient’s public key, they still cannot forge Sigp; since
it is signed with the patient’s private key.
(2) Impersonation of the hospital’s private cloud
If an attacker can impersonate the hospital’s private cloud, they can forge a Sigrpc1
message by receiving the Cp3 and Sigp3 messages. Sigupc1 is computed by using the
following Eq. 41 as follows:

Sigupc1 = SprKypc (PK || THpc1 | IDppC)- (41)

However, even if the attacker obtains the private cloud’s public key, they still cannot
forge Sigupci because it is signed with the original private cloud private key.
(3) Impersonation of the doctor
If an attacker can impersonate the doctor, then they can forge a Sigp1 message using
the Cp1 and Sigp; messages. Sigp; is computed by using the following Eq. 19 as fol-

lows:

Sigp1 = Sprip (Rp2|IDpl| Tp1||Certp||SEK1 || PK). (19)

However, even if the attacker knows the doctor’s public key, they will still not be able
to forge Sigp; since it is signed with the doctor’s private key. For the same reason,
during the EMR search phase, the attacker may wish to forge the Cpy, Sigps and
Sigps messages. Sigpo and Sigps are computed by using the following Egs. 26 and
35 as follows:

Sigpa = Serip (Spl| Tp2||IDp||IDpEl|IDp), (26)

Sigp3 = Sprip, (PK || Tp3|[IDp||Rps3|IRp1)- (35)

Thus, even if the attacker knows the doctor’s public key, the attacker still cannot
forge Sigps and Sigps since they are signed with the doctor’s private key.
(4) Impersonation of the public cloud
If an attacker is able to impersonate the public cloud, then they can forge a Sigc mes-
sage according to the received Cpy and Sigpp messages. Sigc is computed by using
the following Eq. 30 as follows:

Sigc = Sprxc (IDpE|SsplIDhpc|| Tc)- (30)

Even if the attacker can obtain the public cloud’s public key, they will still be unable
to forge Sigc because it is signed with the public cloud’s original private key.

It is therefore impossible for malicious attackers to successfully impersonate any
party in the proposed scheme.
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Discussion

Security comparison

Table 3 gives a comparison of the security attributes of the proposed scheme with those
of other schemes.

This study found that the schemes proposed by Chiou et al. [13], Mohit et al. [14] and
Li et al. [16] do not support patient anonymity and patient unlinkability, are not secure
against impersonation attacks and do not support doctor unlinkability, while the pro-
posed scheme can achieve all of these. We applied encryption and signature mechanism
to protect transmitted messages, which guarantees confidentiality and integrity. Our
proposed architecture is indeed applicable in real environments, which also fully ensures
availability.

Computation cost

The computation cost of the proposed scheme is 12T;g, + 14T4 + 6Ts + 4Ty, which
is higher than those of other schemes because it uses both asymmetric and symmetric
encryption for improved security. Although other schemes require less execution time,
they do have some related flaws, as there are some security requirements that they do
not meet, such as patient anonymity, patient unlinkability, and doctor unlinkability. To
sum up, the proposed scheme is more secure than others. Table 4 shows the computa-

tion cost comparison.

Communication cost

The communication cost comparison is shown in Table 5. This study adopts the approach
described for the Mohit et al. scheme [14] to compute the communication cost. The pro-
posed scheme incurs a communication cost lower than those of the schemes proposed
by Chiou et al. and Mohit et al. [13], and higher than those of the schemes proposed by
Kumar et al. and Li et al., because the proposed scheme uses signatures in every ses-
sion, which incur a greater communication cost, but enables non-repudiation. The cost
of communication at each stage was analyzed in a 4G environment, with a maximum
transmission speed of 100 Mbps, and in a 5G environment, with a maximum transmis-
sion speed of 20 Gbps [39].

Conclusion

EMR security is a significant issue in current distributed EMR storage and shar-
ing schemes, as it is crucial that any system be secure against malicious attacks. The
scheme proposed in this study offers secure and efficient distributed sharing of EMR
data between four parties using cloud computing technology and encryption, such as
public-key operation, session key operation, and elliptic curve cryptography. The pro-
posed scheme offers patient privacy during the consultation phase, ensures mes-
sage integrity and non-repudiation, achieves mutual authentication between parties,
offers authentication of medical resource sharing via cloud technology, and is secure
against known attacks, thus providing a convenient and secure way to store, use and
share medical information resources between hospitals, ensuring more efficient use of
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medical information resources, and offering patients better and more timely diagnosis
and treatment.
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